
Microsoft 365 has changed productivity in the workplace substantially. But there is a common misunderstanding, that just

because Microsoft365 data is in the cloud, the data protection and retention needs of customers are entirely met. The reality is 

that Microsoft365 means shared responsibility. While Microsoft is responsible for infrastructure and application uptime, 

long-term protection and archiving of the data falls to the customer. Microsoft365 itself offers only limited retention and protec-

tion against accidental deletion or internal and external threats. 

iland Secure Cloud Backup for Microsoft365 addresses these gaps and ensures that your critical business data is always available and 

accessible. Automatic backups of your Exchange Online, SharePoint Online, OneDrive and Microsoft Teams data, unlimited retention as 

well as comprehensive security and data protection capabilities allow you to meet your data retention and compliance requirements.
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The average length from data compromise to discovery is over 140 days, default settings 
only protect for 30-90 days.

MICROSOFT 365 
RETENTION

VS 

ILAND SECURE 
CLOUD BACKUP 
for Microsoft 365

Unlimited storage, unrestricted retention/recovery.

Includes SharePoint, ExchangeOnline, Teams and OneDrive.

Flat-rate pricing per user/mailbox offers cost-savings.

24/7/365 Support.

Dedicated compliance team and certifications for more than 

20 regulatory frameworks to ensure compliance.

Robust backup/DR options to protect entire customer 

environments.

Backed by iland`s award-winning Secure Cloud Infrastructure 

with 100% uptime SLA`s.

Available in all geographies with 11 DCs worldwide.

In&Work AG - The Data Experts

ILAND SECURE CLOUD BACKUP 
FOR MICROSOFT 365
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Accidental deletion – daily automatic backups of MS365 data including mail, calendar and contacts.

Retention policy gaps and confusion – retain MS365 data even if a user account is deactivated.

Internal security threats – mitigate the risk of critical data being lost or destroyed through malice or incompetence.

External security threats – defend against email threats such as malware or ransomware.

Legal and compliance requirements – find, preserve and retain data that might be required to satisfy a legal request or investigation.

USE CASES

Iland Secure Cloud Backup offers many different ways to restore your data:

Restoring mailbox data back to MS365.

Exporting objects to a Personable Storage Tabe (.pst) or ZIP (.zip) file.

Saving items as a Microsoft Exchange Mail Document (.msg) file.

Sending items as attachments to specific recipients.

Compare mailbox folders and restore missing or changed items.

Ability to restore and export Microsoft365 OneDrive files and folders as well as provide 

fast, flexible recovery of SharePoint sites, documents, libraries and lists.
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No on-prem customer resources needed, secure encrypted tunnel between 

customer’s Microsoft365 environment and iland`s cloud repository, bypassing 

local bandwidth concerns.

Simple and fast setup.

Daily backup (individual, shorter frequencies possible), unlimited storage/retention.

Automatic protection for new users.

Granular recovery, allows customers to recover individual mailboxes, messages or 

files from the entire Microsoft365 stack.

HOW IT WORKS

All iland solutions are based on the iland Secure Cloud Platform which was built 

with a compliance-first approach to data security and protection. A dedicated 

compliance team, comprehensive reporting and more than 20 industry and 

geographic-specific certifications (including CSA Star Gold) ensure that your 

compliance requirements can be met.

DESIGNED WITH COMPLIANCE IN MIND
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IN&WORK AG 
Your Partner for iland Secure Cloud Services in the DACH-Area

In&work AG is an IT-Company based in Zurich and Managed Service Provider (MSP) of iland Secure Cloud. We 
have been providing consultancy and engineering services to clients such as MNCs, SMEs and government 

agencies for more than 20 years. Our main expertise lies in infrastructure/data management and 
B2B-digitalization.

We enable our clients to realise the full potential of the iland Cloud Services by developing individual IT- and 
ITSCM-strategies and by optimizing architecture, processes and organisation.

Prices are per licenced user/mailbox (minimal 100 users)

No bandwidth fees

No setup fees

No storage fees

No retention policy limitations

Includes SharePoint, ExchangeOnline, Teams and OneDrive

Month-to-Month as well as 1, 2 and 3 year contracts available

Expert 24/7/365 customer support included

STRAIGHT-FORWARD CONSUMPTION MODEL

iland is a global cloud service provider of secure and 

compliant hosting for infrastructure (IaaS), disaster 

recovery (DRaaS) and backup (BaaS). iland is recognized 

by industry analysts (Gartner, Forrester) as leader in 

disaster recovery. The award-winning iland Secure Cloud 

Console provides unmatched visibility and ease of 

management for all of iland`s cloud services. iland 

meets the most stringent requirements for security, 

performance and compliance and provides customers 

with the scale and flexibility they need.
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